DSLAM/KoMMyTaTop

SG-17S

MHTepdeliCc KOMaHIOHOM CTPOKM
TexHMYECKOe 3amaHue

Bepcuss 3.05
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BBoaHast yacTb

B nacrosmiee Bpewms, ipu 3arpyske firmware ¢ nocrynom o SSH, mosns3oBarens aBToMaTHIeCKH
nosydaet goctyn k shell ¢ mpaBamu root, u s Bxoaa B pesxum CLI HacTpoiiku ciaeayer BBECTH
komany “Cli”. TIpemmaraercst oCyIiecTBIATh aBTOMAaTHIECKH# BBO B peskum CLI mpu 3arpyske
DSLAM, a BbI30B cHCTEMHOI 000109KH LiNUX MpOU3BOIUTE [P MOMOIIH CHEHATBLHOW KOMAH/IbI
(BO3MOKHO, B OT/ICIILHOM OKHE).

Omo no360aum, 6 YACHMHOCMU, PewUms nPoOIEMy COXPaHeHUs: Hacmpoek, HasHayaemvix uz CLI
npu nepesazpyske yCmpoucmea — ux MoxcHo becnpensimcmeenno nucams 6 Kdb ¢aiin, ananocuuno
KOMAHOAM, 6600UMbBIM U3 2paduuecko2o unmepgelca..

Jlnst 3TOTO TpeIaraeTcs peaan3oBaTh «paselIeHre» METOI0B JOCTYIIA K HHTep(heHCy yrpaBIeHNUs
YCTPOICTBOM «II0 IIPOTOKOJIAM:

ITo nporokory HTTP (mmopt 80) — k Web unrepdeiicy;
ITo mpotokomy Telnet (mopt 23) — k untepdeiicy CLI;
ITo portokoy SSH (mopt 22) — k uaTepdeiicy ynpasaenus OC Linux.

Cucrema xomanj ynpasinenus CLI npeacrasisier u3 ce0st uepapxuueckoe MEHIO, COCTOSIIEE U3
TpEeX OCHOBHBIX paszielioB: System (cucremHble HacTpoiikn), Network (HacTpoiiku mapamerpos
TCP/IP ycrpoiictsa), Port (nacTpoiika dusndeckux mapamerpoB nurepdeiicon) u Service
(HacTpo¥iKa CepBUCHBIX (HYHKIIUH).
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Jlst BBIXOZa B «OCHOBHOW CTBOJD) CIYXKHUT KoMaHAa cd / wim quit. [ns mepexona B pexum
HACTPOHKHU CEPBHUCOB CIIEYET BBIMTH U3 «BETKH» UHTEp(eicoB KoMaH ol ex it umm cd
services.

1. CucremMHbIe HACTPOIIKHN U HACTPOiiKH napamerpos TCP/IP

Ipu Bxoxe B cuctemy wepes ssh (telnet) monp3oBarens moaydaer Ha skpane nHGOpMAIHIO 06
YCTPOMCTBE U MPOMT-TIPHUIJIAIICHUE BBOJIA TIAPOJISL.

1.1

Ak hk kA hkhkhhkhkhkhkhhk Ak hkhk kA hkhk bk hkhkhk bk hkhkhkhhkdhkhkhkhkhkhkhkhkhkdhkhkhkhkrhkhkhkhdxkhkkhhhxkx%*
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communication platform SG-17R/S *
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Firmvare version X.XXXX
ROM version X.XXXX

Login:

“epBH'—lHOe MEHIO YIIpaBJCHUS.

Ipennaraercs yiitu oT pexxuma Hactpoek B CLI ¢ mpuBmiernsMu root ¥ BBECTH B Ka4eCTBE
aJIMHHUCTPATOpPa CUCTEMBI MOJIb30BaTeNst “admin’ B KauecTBe «aIMHHUCTPATOPA 1O
YMOJTYaHHIO» C BO3MOKHOCTBIO €r0 IIEPEMMECHOBAHUS I0JIb30BaTeneM. [1pu
HEOOXOTUMOCTH BBITIOJHEHHUS KOMaH/I OT UIMEHH “T00t” — MyCTh UCTIONB3YETCS PEIKKM SU.

Taxoke, npeiaraercs caenarb 2-ypoBHEBBIN PEXKUM JIOCTyIIa K HACTpokaM — “user”
(Tosmpko pocMoTp) 1 “admin” (perakTupoBaHUe).

Janee, B HacTOsILIEH BEpPCHH IOKYMEHTA, pacCMaTpUBaeTcst paboTa Mosb30BaTelst ¢
ypoBHeM npuBmIiIernii “admin”.

B 3aBojICKHX HACTPOHKax HMEHEM TIOJIb30BaTeNS-aIMHHACTPATOpa sBisieTcs “admin”, a
naposieM — 1234. [peaycmaTpuBaeTcs BO3MOKHOCTh CMEHBI 8 IMUHUCTPATOPOM UMEHH U
[apOoJIs IO YMOIYAHHIO.

Ak hkhkhkhkhhkhkhkhhhkhkhkhkhhkhkhkhkhhkhkhkhk ko hkhkhkhhkhkhkhkhkhkhdhkhkhhkhdhkhkhhkrhkhkhkrxkhhdx %%

Multi-functional
communication platform SG-17R/S
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Firmvare version X.XXXX
ROM version X.XXXX

Login: admin
Password: 1234

Hp4

Z[OCTyHBI CICAYIONINEC KOMAaHAbI, BBIBOJAUMBIC U3 MEHIO ITPH ITOMOIINU KOMaH/IbI he lp I

?:
:> help

Help (?) - current command

Info - general information

Rename - change username/password
Reboot - rebooting device

Save - save changes

Default - restore default device settings
System - general setting sub-menu
Network - network setting sub-menu

1.1.1. CmeHa MMeHHM NOJIH30BATENSI U APOJISI

CMceHa UIMCHU U apoJit aAMUHUCTPATOpa MIPOU3BOAUTCA KOMaH,Z[OfI rename:

:> rename

Please, enter CURRENT login name: admin
Please, enter CURRENT password: 1234
Access successfully!

Please, enter NEW login name: **x*x*#kk*x

OK!
Please, RE-enter new login name: ***x*xx*x*x*xx*

Please, enter NEW password: ****xxxxukx

OK!

Please, RE-enter new password: ***xkkkkxx
Rename complete!

>

1.1.2. KomaHabl ynpaBjieHUsI «00LIEro HA3HAYEHHU .

Hpe)lyCManI/IBaCTCH HaJIMIMUC B CUCTEME YIIPABJICHUS psila KOMaH/, JOCTYIIHBIX U3

moboii «BeTkm» - info, reboot, save u default.
1.1.2.1. Komanaa “info”

BriBozx nHGOpMaImu 06 ycTpoiicTBe ocymiecTBisieTcs komanaoit Info
:> info

44



1122

1.1.23.

1.1.24.

Ak hkhkhhhhkhkhhhkhkhkhkhhhkhkrhkhhhkrhkhhkhkrhkhhhkrhkhhkhkrhhhkhkrkxkhkhx*x*k

Multi-functional
communication platform SG-17R/S

Ak khkhhhhkhkhkhkhhkhkhkhhhkhkhkhkhhkhkhkhkhhkhkhkhkhrhkhkhkhrhkhkhkhkrxhkkhkhhxkxkkx*

Copyright © SIGRAND LLC 2005-2010
6/6 Lavrentyev avenue Novosibirsk Russian Federation

Firmvare version X.XXXX
ROM version X.XXXX

General Settings

Name SG-178
Location NONE

Uptime 00 days 00:00:01
Date 01-01-2009
Time 00:00:01
NTP Disabled
NTP Server NONE
Timezone GMT +6
Network settings

DHCP Disabled
DHCP Server NONE

IP Address 192.168.2.1

Netmask

Default Gateway
MAC Address

>

Komanaa “reboot”

255.255.255.0
192.168.2.254
08-00-69-02-01-FC

Komanna reboot — mepesarpyska CHCTEMBI U yCTPOUCTBA B LIEJIOM

:> reboot
Rebooting..

Komanpa “save”

Komanpoii save npou3BogUTCsI COXpaHEHHE TEKYIIUX HACTPOEK yCTPOUCTBA
1> save

Changes will be saved! Continue? Y/N Y

Save current settings..

1>

Komenpna “default”

Bgox xomanel default mpuBoauT k BO3BpaTy mapamMeTpoB B COCTOSHHE
3aBOJICKHX HACTPOEK:

:> default
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All settings will be returned on the factory
parameters! Continue? Y/N Y

Device has factory settings

1>

1.2. O6mecucTeMHble HACTPOWKH U HHpOpMALUS

Bxox B moAMEHIO CEpPBUCHBIX HACTPOEK OCYLIECTBIISIETCS IPU TOMOIIY KOMaHAbI System:
:>System
:system>

HocrynHa komana nojckasku help wmm ?:
:system> help

Help — Current command

Show — Current sub-menu information

Data - Setting the date

Time — Set the time

NTP - Set of the destination NTP server
Timezone - Timezone setting

Name — Device system name

Location - Location of the device (optional)
Uptime - Uptime information

1.2.1. Hacrpoiika Data & Time

1.2.2.

Jlata u BpeMs yCTaHaBJIMBAIOTCSA KoManaamu date u time:
:system> date dd-mm-yyyy
Today is dd-mm-yyyy

:system> time hh:mm:ss
System time is hh:mm:ss

hh:mm:ss
Hactpoiika padotst NTP Server

Hasnauenune NTP cepsepa ocymiectsisiercst komanmoi NTP XXX XXX XXX XXX |
abcd.com rme XXX XXX XXX. XXX wmu abcd.com — IP aapec cepsepa BpemerH,
OT KOTOPOTO NPEAIOJIAraeTcs MOoIy4aTh HACTPOUKHU:

:system> ntp abcd.com

System time server is abcd.com

:system>

IMocne naznauenus NTP cepBepa, B Teuenun 10 cekyHI poM3BOJUTCS POBEPKA
JIOCTYIHOCTH Ha3HAaYEHHOTO cepBepa. Eciau JaHHbIE OT cepBepa MOIy4eHb], Ha SKpaH
BBIBOJIUTCSI COOOIIIEHHE:

:system> settings from NTP server has been successfully
submitted.

Today Date is 12-12-10
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1.2.3.

1.2.4.

1.2.5.

1.2.6.

1.2.7.

Today Time is 23:12:33
:system>

Ecnu cepBep BpeMeHH HEOCTYIIEH, BBIBOJUTCS COOOIICHHUE:

:system> NTP server is unavailable.

Please, assign the correct address or enter date/time
settings manually.

OTKIII0YEeHUE cepBepa MPOU3BOIUTC KOMaHI0M

:system> NTP disable

NTP service is DISABLED! Please, enter current dateé&time
manually

Hacrpoiika Timezone

Hasnauenne Timezone nmpou3BoanuTCs KoMaHIo# timezone ¢ aprymentom GMT +N
:system> timezone GMT +6

Hactpoiika System Name

Komannoii mpucBanBaeTcst UMs yCTPONCTBY:
:system> name IPCam DSLAM
Current name device is IPCAM DSLAM

:system>
Hacrpoiika System Location

KOMaHZ[OfI YKa3bIBa€TCA (I)HSPI‘IGCKOG MECTOPACIIOJIOKECHUEC YCTpOfICTBa B CCTH
(manpumep, Campus_6 wm Room_233).

:system> location flat 9
Current device location is FLAT_9

:system>
Komanna Uptime

Ora KoMaHa — UH(OpPMaTHUBHAsL, C €€ TIOMOLIBIO BEIBOJUTCS HA 3KpaH BpeMst pabOThI
YCTpOICTBA C MOMEHTA IOCIIEHEN Mepe3arpy3Ku WM 3amycka (€Cim mepe3arpy3ok
He OBLIO).

:system> uptime

Current uptime 23 days 22:12:33

:system>
Komanga Show

Wudopmanus 0 CHCTEMHBIX HACTPOWKAX BBIBOAUTCS KOMaHIOW show
:system> show

General Settings

Name SG-17S

Location NONE
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Uptime 00 days 00:00:01

Date 01-01-2009
Time 00:00:01
NTP Disabled
NTP Server NONE
Timezone GMT +6
:system>

1.3. Hactpoiika napamerpos cetu TCP/IP

ITapameTpsl HaCTpaUBAKOTCS BPYUHYIO, a Takxke 1o mpotokoay DHCP.
Bxo01 B MOIMEHIO OCYIIECTBISIETCS] KOMaHI0i Network:

:> network

:network>

B 3TOM HOAMEHIO OCYIIECTBISCTCs HACTpoiika IP agpeca, Macky mojaceTH, MITI03a 110

YMOJTYaHHIO, a Takke HazHayaeTcs MAC aapec uHTepdelica mpoueccopa, ypasisioero

YCTPOHCTBOM.
ITo ymon4anuto, yCTpOHCTBO UMEET PEXKUM PYYHOTO BBOJA HACTPOEK.

JocTymHa moackaska mo KoManaaMm moamenio — help wmm ?:
:network> help

Help — Current command
Show — Current sub-menu information
DHCP — Activate and settings DHCP

Address - IP Address system settings
Netmask - Netmask for this network

Gateway — Default gateway settings

MAC - MAC Address for current interface

1.3.1. Hactpoiikxa DHCP ki1nenTa

Oroii komanao# aktuBusupyercss DHCP kiueHT ycTpoiicTBa.

IIpu BBOoe komanas DHCP on B moameHto network Bce Hactpoiiku, kpome MAC
azipeca, Ha3HAYAIOTCSI CEPBEPOM.

:network> dhcp on | off

Eciu DHCP cepBep mocTyrneH 1 KOppeKTHO Nepeiai KIHSHTY HacTpOoiKy, crnycTs 10

CEKYH/JI IToCJIe BOJIa KOMaH/bl HA KPaH BBIBOJSATCS JTaHHBIE O CETEBBIX HACTPOMKAX:
:network> dhcp on

DHCP Client is active

Please, wait for assigned settings from server..

DHCP Server XXX XXX XXX . XXX
IP Address XXX XXX . XXX . XXX
Netmask XXX XXX XXX XXX

Defailt Gateway XXX.XXX.XXX.XXX

Leased Time XX days XX hours XX minutes XX seconds
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Current MAC Address is 08:00:69:02:01:FC
:network>

Ecmu DHCP cepsep HegocTyneH u cucteMa He IOJIyduiia HaCTPOeK OT Hero, ciycts 10
CEeKYH/I MOCJIe BOJIa KOMaH bl Ha SKPaH BBIBOJAUTCS HHPOPMAITHUS:

:network> dhcp on

DHCP Client is active

Please, wait for assigned settings from server..

DHCP Server is unavailable.
Please, assign other DHCP Server address or enter IP
settings manually.

OrkioueHre kameHTa DHCP npomsBoamTcsa koMaHnmou DHCP off:
:network> dhcp off

DHCP Client is not active.

Please, enter IP settings manually.

1.3.2. PyuyHnas HacTpolika
1.3.21. VYcranorka IP Address

Hacrpoiika IP axpeca ycTpoiicTBa Ipou3BOIUTCS KOMaHI0H
:network> address XXX.XXX.XXX.XXX
Current IP Address device is XXX.XXX.XXX.XXX

:network>

ITpu BBOZIE HEBEPHBIX 3HAUEHUH (BBOJ YHCIIA, IPEBHIILIAIONIETO 3HAUCHHE
255), BeIBOgUTCS cooOIIeHne 00 omunoOKe, a 3HaYeHue 1oJieil aapeca ocraéres
HEU3MEHUBIIEMCSI.

:network> address 192.168.222.630

Invalid IP address!

:network>
1.3.2.2.  V¥YcranoBka Netmask
Macka nojceTy yCTaHaBIMBAeTCs KOMaH/10H
:network> netmask XXX.XXX.XXX.XXX
Current netmask is XXX.XXX.XXX.XXX
:network>
3HaueHHe MacKH MOACETH JOJDKHO OBITH B3aMMOYBsA3aHHBEIM C IP agpecom
ycrpoticTsa (11. 1.3.2.2) u mpu BBO/Ie HEBEPHOTO 3HAUEHUS JOJDKHO BBIBOIAMUTH
coobmienue 06 sTom. [IpexxHee 3HaYCHUE MACKHU TOZCETH, IPU 3TOM, JIOJDKHO
octaBaTbcs 0€3 N3MEHEHNsI.
:network> netmask XXX.XXX.XXX.XXX

Invalid value of netmask
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1.3.23.

1.3.2.4.

1.3.2.5.

:network>

Ycranoska Default Gateway

103 «10 yMOTYaHUIO» Ha3HAa4YaeTcs KoMaHaAou gateway:

:network> gateway XXX.XXX.XXX.XXX

Current default gateway is XXX.XXX.XXX.XXX
:network>

ITpu BBO/Ie HEBEPHBIX 3HAUEHUH (BBOJ YHCIIA, IPEBHIILIAIONIETO 3HAUCHHE
255), BeIBOIUTCS cooOIIeHre 00 ommoOKe, a 3HaYeHUE 1oJIeH ajpeca ocTagres
HEM3MEHUBIIEMCSI.

:network> address 192.168.222.630

Invalid IP address!

:network>

Ycranoska MAC Address

HmeeTcst BOBMOXHOCTH pydHOro BBona 3Hauenust MAC azipeca. 3anuch
MIPOM3BOJIUTCS B CTAHAAPTHOM (opMmare, ¢ pa3aeleHueM IBOCTOUHIMU:
:network> mac 08:00:69:02:01:FC

Current MAC Address is 08-00-69-02-01-FC
:network>

Komanga Show

Nudopmaryst o0 HacTpolikax ceTH BHIBOJUTCS KOMaHIOH show :

:system network> show
Network settings

DHCP Disabled

DHCP Server NONE

IP Address 192.168.2.1
Netmask 255.255.255.0
Default Gateway 192.168.2.254

MAC Address 08-00-69-02-01-FC
:network>
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2. (DYyHKIMOHAJbLHASI HACTPOIiKa HHTep(eiicoB

TPOMKA MHT MCOB IIPOU3BOAUTCS B MOJAMEH , B KOTOPOM JIOCTYITHBI CJICYIOIIH
Hactpoiika epdeiico OU3BOIUTC oJIMeHI0 “port” OTOPOM JI0C CIIEIYIOIIHE
KOMaH/IbI, BEIBOIUMBIE KOMaHo# “help”:

:port> help
e Help — Current command
e Show - Display current sub-menu information

GE (N) on | off - Gigabit Ethernet interfaces on the SG-17S
chassis enabled/disabled. N - number of the port.

GE (N) auto - rate and duplex mode for this interface assign
auto-mode

GE (N) rate 1000 | 100 | 10 - rate for this interface assign
manually

GE (N) duplex on | off - full- or half-duplex mode for this
interface assign manually

GE (N) flow on | off - flow control enable/disable command
GE (N) stat [reset] - Gigabit Ethernet port statistics
[Gigabit Ethernet port statistics reset]

FE (M/N) on | off - Fast Ethernet interfaces on the MS-17ES8 (P)
modules settings enabled/disabled. M - number of the module,
N - number of the port on the module.

FE (M/N) - rate and duplex mode for this interface assign
auto-mode

FE (M/N) rate 100 | 10 - rate for this interface assign
manually

FE (M/N) duplex on | off - full- or half-duplex mode for this
interface assign manually

FE (M/N) flow on | off - flow control enable/disable command
FE (M/N) stat [reset] - Fast Ethernet port statistics [Fast
Ethernet port statistics reset]

DSL(M/N) on | off - SHDSL interfaces on the MS-17H4 (P)
modules settings enabled/disabled. M - number of the module,
N - number of the port on the module.

DSL(M/N) master | slave - master/slave mode port setting

DSL (M/N) rate [192-14080] - select line rate with 64 kbps
step

DSL (M/N) tcpam [16 | 32 | 64 | 128] - select TC-PAM mode
coding

DSL (M/N) annex [A | B] - select Annex A/B mode

DSL (M/N) pbo forced [0 - 31] | normal - enable/disable power

back-off function. Values from 0 to 31 determines the
magnitude of attenuation of transmit in decibels

DSL (M/N) restart - restart this interface
DSL (M/N) stat — statistics for this interface

DSL (M/N) power [on | off] - enable/disable Power-over-DSL
function and display state of PoDSL on this interface (only
for MS-17H4P modules)
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I1pu 3TOM, HCTIONHEHNE KOMaH/bl port (C apryMeHTaMu Win 0€3) MPUBONT K BXOAY B PEIKHUM
«UEepaApPXUIECKOT0 MEHI0» PaboThI ¢ TopTaMu. [IpoMIIT paboTHI ¢ MOPTAMH MPEACTABISAET CTPEIKY

BIIPABO»:
:port>

2.1. Ynpaiaenue ¢pu3nuecKUMHU NapaMeTpaMu nHTepdeiicoB

s HacTpoiiku (PU3NYECKUX apaMeTpoB HHTEp(EiCOB MpearaeTcsi HCIOIb30BaHHE
KOMaHJbl port ¢ geckpuntopom — GE (N) | FE(N) | DSL (N) u apryMEeHTOM
rate, ONPEIE/SIOLIMM CKOPOCTh B KUJIOOUTAX B CEKYHIY.

B 3TOM pexuMe MOTYT HAaCTPauBaThCS TOJNBKO (PH3UYECKHE TTapaMeTpbl HHTEPeHCoB:
BKH}O‘IGHI/IG/BBIKHIO‘ICHHC, CKOPOCTB, BUJ] KOAUPOBKHU U IIP.

2.1.1. Uurepdeiicel maccu SG-17S

[laccu kommyratopa/DSLAM SG-17S comepxuT qBa BCTpoeHHBIX TopTa Gigabit
Ethernet (oqun — 1000Base-T, Bropoit Combo 1000Base-T/SFP).

Hutepdeiicer Gigabit Ethernet B cucreme o603HauaroTes kak geN (GEN) —rae N -
HoMep uHTtepdeiica (0 umm 1).

2.11.1.

2.1.1.2.

BruioueHue u BbIKJII0YeHne uuTepdeiicoB Gigabit Ethernet

s nnrepdeiicoB GE — BkitoueHue u BBIKIIIOUEHHE
:port gel0> on | off

Hacrpoiika ckopoctu nntepdeiico Gigabit Ethernet

Wnrepeiicst Gigabit Ethernet
Hactpoiika cregyronux pexxuMoB:
ABTOonpeaeneHus —

:port ge0> auto

B stom pexxume BCE Hactpoiiku nHTepdeiica (CKOpoCTh, TYIUIEKC,
flow) ycranaBnuBaercs B peskuM aBTOMOACTPONKI

Hacrpoiika ¢pukcrpoBaHHBIX 3HAUYSCHUN TIPOU3BOAUTCS KOMaHJAMHU:
1000Mbps —

:port gel0> rate 1000

100Mbps —

:port ge0> rate 100

10 Mbps —

:port ge0> rate 10

BBoa komaHabl port geN 0e3 ykazaHus 3HAYCHHUS] CKOPOCTH —
BBIBOJ| 3HaYECHUS TEKYIIETO PEXKUMa:

:port gel rate

:port gel> 1000

Unn

:port gel> Auto 1000
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2.1.1.3. Hacrpoiika pexxnmon duplex narepdeiico Gigabit Ethernet

Pexxum nynnexca puis untepdeiicos Gigabit Ethernet

[epexnrouenue pexuma full/half nyrutexc ocymiectsisercs TOIbKO npu
pabote unrepdeiicos B pexxume 100/10 Mbps.

:port gel duplex full

Success!

:port gel duplex half

Success!

[Tpu nomeITKE YCTAaHOBUTS IOJIYTYTIIIEKCHBINA peXHUM Ipu padoTe untepdeiica
Ha ckopoctu 1000 Mbps koMaH/1a UTHOPUPYETCS U BBIJACTCS COOOIICHHE
:port gel duplex half

:port ge0> 1000Mbps rate - invalid value

2.1.1.4. Pexum Flow Control

BrIroYeHHE/BBIKITFOUECHIE KOHTPOJISI TOTOKA
:port ge0> flow on

GEO Flow Control ON

:port ge0 flow off

GEO Flow Control OFF

2.1.1.5. Cratuctuka noproB Gigabit Ethernet

JUi1st oTOOpakeHHs cTaTHCTHYecKor nH(popMarmu 1o nopram Gigabit Ethernet
HCIIOJIb3YeTCsA KOMaHJa stat:

:port gel stat

Port | Media | State | Rate | Duplex | Flow | RX | TX

st cOpoca cTaTUCTHKH 110 KOHKPETHOMY TOPTY HEOOXOAMMO YKa3aTh, KAKOW TIOPT
TpebyeTcst «OOHYIUTbY:

:port ge0> stat reset

Success!

Bo3smosken BeIBOI HHpOpMaruu 0 Bcex moprax Gigabit Ethernet:
:port ge stat

Port | Media | State | Rate | Duplex | Flow | RX | TX
ge0 RJ-45 ON 1000 FULL ON 123456 987654
gel SFP ON 1000 FULL OFF 123456 987654

COpoc CTaTUCTUKY TI0 BCEM TOPTaM IMPOU3BOIUTCS KOMaHAOH “port ge stat
reset”.
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:port ge> stat reset
Success!

2.1.2. Nnrepdeiicel Moxyaeiit MS-17H4 (MS-17H4P)

Hacrpoiika pexxuma pabotsl unrepgeiicos SHDSL ocymecTBiaseTcs Ipu IOMOILU
komanbl ds 1M/ N, rae M — Homep Moayis ot 0 1o 3, a N - Homep nopta ot 0 10 3.
Howmep nopta yka3sbiBaeTcs 6e3 npobena.

IIpumepsr:

:port dsl0/3

:port dsl0/3>

2.1.2.1.

2.1.2.2.

2.1.2.3.

BxirioueHne/BbIkII09eHHe HHTepdeiicoB SHDSL

BriroueHue/BrIKIIIOUEHIE HHTEpdetica:
:port dsl3/3 on

:port dsl3/3 off

U

:port dsl3/2> on

:port dsl3/2> off

HacTrpoiika Bexyuuii/Be1omblii

YcraHoBKa peKUMa «BEIYIINUH/BeIOMBIi» HHTEpdeiica
:port dsl2/2 master

:port dsl2/2 slave

W

:port dsl0/2> master

:port dsl0/2> slave

Bs160op ckopocTu unTepdeiica SHDSL
Hacrpotika ckopoctu ot 192 o 14080Kbps ¢ mrarom 64Kbps.

CKOpOCTh yCTaHABIMBACTCSl KOMAHIOM rate ¢ yka3aHHeM YHCIICHHOTO
3Ha4YeHUs TpeOyeMol CKOPOCTH B KMJIOOUTAX B CEKyHAY (0e3 ykazaHHs
pa3MepHOCTH, Yepe3 mpoden):

:port dsl0/3 rate 384

JZnpezs

:port> dsll/0 rate 4096

nin

:port dsl3/2> rate 10240

BBoa komaH bl rate 6e3 yka3aHusl CKOPOCTH IOKa3bIBACT TEKYIICE 3HAYCHUE
CKOPOCTH B JIWHUU (TIPH YCIOBHH, YTO JTMHHS aKTUBHA).

:port dsll/1 rate

:port dsll/1> 1024

Ecnu untepdeiic He paboTaeT, TO BEIBOIUTCS COOOIEHUE 00 3TOM:
:port dsll2/2 rate 512
:port dsll2/2> port state is offline
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2.1.2.4.

2.1.2.5.

2.1.2.6.

2.1.2.7.

2.1.2.8.

Oco6enHocThio padoThl nHTepdeiicoB SHDSL sBnsiercs ux 3aBUCUMOCTh OT
pexxuma koaupoBanus TC-PAM (cm. 2.1.2.4). OnpeneneHHble quana3oHbl
cKopocTeit nHTep(eiicoB MOTYT pabOTaTh B OKHE COOTBETCTBUS 3HAUCHHUN
TC-PAM.

[TosToMy, HEOOXOIUMO «OTCIICKUBATEY KOPPEKTHOCTH BBOAUMBIX MPH
HacTpoHKe CKOpOCTel 3HaueHUH U, IpU HEOOXOJUMOCTH, OJIOKUPOBATh
3aJlaHie CKOpOCTeH, HEBO3MOXKHBIX 10 KOJAUPOBKE:

:port dsll/3 rate 2048

:port dsll/3> imbalance rate/coding

Br16op xopupoBku TC-PAM

:port dsll/3 tcpam32
W
:port dsll/3> tcpamlé

Ipu HECOOTBETCTBUH 3HAYECHMH KOJUPOBAHUSA M CKOPOCTH, YCTAHOBIEHHOM
Ha uHTep(eiice, BRIBOAUTCS COOOIICHUE:

:port dsl3/2> tcpamé64

Imbalance rate/coding!

Bri0op pexnma Annex A/B
Bb160p peXUMOB OCYILIECTBIIAETCS KOMaHIaMU
:port dsl3/3 annexA

U
:port dsll3/3 annexB

Brutiouenue/oTkawuenne PBO forced.

:port dsl2/3 pbo forced A:B:C:D:E:F:G:J:H

I'ne A, B, C — 3Hauyenus ocnabieHus curaana B aenubenax. Iuamna3on
sHagennii ot 0 1o 31 (0 dB — 31dB). Bcero Mosket ObITh YCTaHOBIICHO J10 9

3Ha‘-IeHPIﬁ, PasaciIAeMbIX 1BOCTOUYNAMU.

OTkyueHre QYyHKLMM:
:port dsl2/3 pbo normal

PectapT unrtepdeiica

[epesanyck unTepdeiica OCyIIECTBISETCS KOMaHA0M
:port dsll/2> restart

CraTucruka
OTtobpaxceHue cieayrouel craTucTuieckoi nudopmanuu o uarepdeiicy
HPOU3BOIUTCS BBOJOM KOMaHAEI port ds1M/N 6e3 apryMeHTOB WU

KoMmaHmoi port dslM/N stat:

:port dsl2/3 stat
Rate=1024
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Code=TCPAM16
MASTER

TBO Forced ON
LOSwW=13

CRC6=14

RETRAIN=3 of 4
Loop loss: 0,0 dB
SNR: +22 dB

Total online time: 0 days 00:22:09
Power OFF

:port dsl2/3>

W

:port dsl2/3> stat
Port state is OFFLINE

JleranbHOE OMUCAaHHE KOMaH OTOOPaYKEHUs CTATHCTHYESCKOW HH(MOPMAIHU
MpUBOAUTCS B pazaene 2.3.1 HaCTOSIIero JOKyMEHTA.

2.1.3. Hurepdeiicel moay.aeit MS-17E8 (MS-17E8P)

Wutepodeiice Ethernet HacTpamnBaroTcs, Tak ke kak u uHrepdericst SHDSL,
komanjou port. Mutepdeiice Fast Ethernet, coorBercTBenHo — feM/N.

2.13.1.

2.1.3.2.

2.1.3.3.

Bkuiouyenue u BoIKiII04eHne nTepdeiicos Fast Ethernet
:port fel/2 on | off
Bs16op cxopocTu

Hacrpolika crnenyromux pexuMoB:
ABroomnpezenenue - :port fe3/0 rate auto
100Mbps - :port fel3/0 rate 100
10Mbps — :port fe3/1 rate 10

BBox komanapl port feM/N 6e3 ykazaHHs 3HAUEHHUS] CKOPOCTH — BBIBOJI
3HAYEHUS TEKYIIETO PeKUMa:

:port fel/l rate

:port fel/1> 100

W

:port fel/1> Auto 100

Br10op pexxuma nyniekca 1 uatepdeiicos Fast Ethernet
:port fe0/1 duplex full

:port fel/1 duplex half
:port fel/2 duplex auto

Beon xomaumgs port fe5 duplex 0e3 apryMeHTa BBIBOJIUT

MH(OPMALIUIO B COCTOSIHHHU TTOPTa:
:port felO/1 duplex
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2.1.34.

:port fel0/1> duplex mode FULL
:port fe0/1> duplex mode HALF

BrJoueHMe 1M oTkiodeHue pexmma flow control

:port fe2/3 flow on
:port fe2/3 flow off

Beon xomaums port fe2/3 flow 0e3 apryMeHTa BBIBOJIUT
MH(OPMAIIIO B COCTOSHHH TOPTA!

:port fe2/3 flow

:port fe2/3> Flow Control ON

2.2. YupapiieHue nojaveii MUTaHUs B JIMHUIO

2.2.1. INuranue B uuun DSL

Ora QyHKIMA peann3oBaHa TOJIbKO Ha MOAyisix MS-17H4P.

22.1.1.

22.1.2.

BruiroueHune/BbIK/IIOYeHHE MTUTAHUS

Brurouenue u otkiroueHue nuranus Ha DSL unTepdeiicax ocymecTBisercs
KOMaHIOH

:port dsl/3 power on | off

Line power ON

U

:port dsll/3> power on | off

Line power OFF

Ecnu xomanga “power on | off” Oyzaer mpuMeHeHa K uHTepdeicy
Moynst MS-17H4 (6e3 pyHKIMHU MOAaYH TUTAHKS B JIMHUIO), TO HA AUCIUICH
BBIBOJIUTCS COOOIIEHNUE:

:port dsl/3 power on | off

:port dsl/3> Line power NONE

BBoa koMaHIBI power 63 apryMeHTa MPUBOJIUT K OTOOPaKEHUH COCTOSTHHS
MUTaHHUS HAa TOM TOpTE:

:port dsl/3 power

Line power ON

N

:port dsll/3> power off

Line power OFF

W

:port dsll/3>

Line power NONE

IMocnenuuii mpuMep OTHOCHTCS K uHTepdeiicam moayns MS-17H4.

NHaukanusa coOCTOSIHUS NUTAHUS B JIMHUUA
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Kak 6b110 yKa3aHoO BbIlIC, HATMYHE/OTCYTCTBUE TUTAHUS B IMHUU
MOKa3bIBACTCS TIPH ITOMOIIIM BBOJAa KOMaHbl power 0e3 apryMeHTa:
:port dsl2/3> power

Port dsl2/3 power on

:port dsl2/3>

U
:port dsl2/3> power
Port dsl2/3 power off

:port dsl2/3>

4007t
:port dsl2/3> power
Port dsl2/3 power none

:port dsl2/3>
[Mocnenuuii mpuMep OTHOCHTCS K uHTepdeiicam Moayns MS-17H4.

KpoMe MHAMKALINY «IITAaTHBIX» CUTYallUil B KaHalle, IPeyCcMaTpUBaeTCs
CUTHAJIM3AIMs] aBAPUHHBIX COCTOSHUM — KOPOTKOTO 3aMBIKaHUS U
«paszbananca» (YT€UKH TOKa).

:port dsl2/3 power

:port dsl2/3> power short circuit

:port dsl2/3 power
:port dsl2/3> power unbalance

2.2.2. INuranue B qunnu Ethernet

TpeboBanus Kk HacTpoiike muTanus 1o crannapty PoE mams moxyneit MS-17E8P B

HaCTOAIMICM JOKYMCHTEC HEC paCCMaTPUBAIOTCH.

2.3. CTaTuCcTUKA U 0TOOpakeHHe PesKUMOB

2.3.1. CraTucrtuka u orodpaxenue pe:;kumon DSL

Wnpopmanys o cocrostauu urrepdeiicoB DSL MOKeT BBIBOIUTHCS KaK B BHJIE
OTOGPaXKEHHsI COCTOSHUSL BCEX UHTEP(EHCOB, MPUCYTCTBYIOMINX B CHCTEME, TaK U B
BUJIC UHIMBHIYaJIbHBIX HACTPOCK KOHKPETHBIX HHTEP(EICOB.
Jliist BBIBO/Ia MH(OPMAIMH O COCTOSHUM BCeX MHTEP(EHCOB CHCTEMBI HCTIONB3YETCS
komaHma ds1 stat, KoTopast BBOIUTCS B MEHIO “:port>",

B crarucruyeckoit nHpopmManuy, BEIBOAUMON Ha SKpaH 110 3TOW KOMaH/e,
TIPUCYTCTBYIOT:

e Howmep unrepdetica

e Cocrosuue untepdeiica: online umu offline.

e PexxuM master uiu slave.
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e CocrosHue uTaHus B JIMHUM — on, off uau none, a Taxke unbalance u circuit.
(short circuit). TTpu arom Haanmucu UNBALANCE u CIRCUIT neo6xoaumo
BBIBOJIUTH B PEKHUME, OTIMYHOM OT OCTAIBHBIX JaHHBIX — HAIPUMEP, MUTAHHEM.
CKOpOCTb B JINHUU B KUITOOUTAX

Bun koguposkun

CoOTHOIIIEHHE CUTHAII/IIYM B JIMHUU

Bpewms pabots! unTepdeiica B hopmaTe «IeHb-4ac-MUHYTA-CEKYHIA.

WuTtepdeiicel, pacnonokeHHbIe Ha pa3HbIX MOIYJISX OTAEIAIOTCS 3HAKOM «=,
nHTEPHEHCH OTHOTO MOIYIIS — 3HAKOM «-».

:port ge stat

Port | State | Mode | Power | Rate | TCPAM | SNR | Uptime
Ds10/0 ON M ON 9216 64 9dB 1d 16:22:10
Ds10/1 ON s ON 1024 32  22dB 1ld 10:43:00
Ds10/2  OFF onALANCE
bs10/3 oN s oFF 4096 32 1045 3d 11:02:18
Ds11/0 ON M NONE 9216 64 9dB 1d 16:22:10
Ds11/1 ON M NONE 9216 64  9dB  1d 16:22:10
Dsll/2 ON M NONE 9216 64  9dB  1d 16:22:10
Ds11/3 ON M NONE 9216 64  9dB  1d 16:22:10
Ds12/0 ON S ON 3072 32 3dB  21d 20:52:19

Dsl12/3 ON M OFF 9216 64 9dB  11d 15:45:30
Ds13/0 ON M ON 14080 128 4dB 145d 11:54:00
Ds13/1 oN M oN 9280 64  l6aB  2d 22:12:34
Ds13/2 oFF ctecorr
Ds13/3 ON s OFF 6400 64  8aB 22d 14:34:33

Bo3MoskeH o0t «cOpocy 3HaueHMi CTaTUCTUKU — ds1 stat reset, mmbo
cOpoc mapaMeTpoB KOHKPETHBIX HHTEP(EHCOB:

:port dsl0/3> stat reset

Port dsl0/3 statistic reset OK

:port dsl0/3>

Bonee neranpHas nHGOpPMAISI IPUBOANTCS B CTATHCTHKE KOHKPETHOTO TIOPTa:
®  ONLINE — CB#3b 110 IMHEHHOMY WHTEP(]EHCy yCTaHOBJICHA,;

® OFFLINE — CB#3b 110 JITHEHHOMY HHTEp(Qeiicy HE YCTaHOBIICHA;

® TX — KOJHMYECTBO MEPEIaHHBIX AKETOB;
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23.2.

RX — KOJIMYECTBO IIPUHSATHIX [1AKETOB;

ERR — KOJIMYECTBO MPHUHSATHIX MAKETOB C OIIMOKOH

LOSW — KOJIMYECTBO MOTEPh LMKJIOBOH CHHXPOHH3AIHH;

CRC6 — KOJIMYECTBO MPHUHSTHIX [aKeTOB ¢ ornbounoi cymmoii CRC6;
RETRAIN — KOJIMYECTBO yJAYHBIX MOMBITOK YCTAHOBICHHS CBSI3U U3 O0IIEro Yncia
TMOTIBITOK;

Loop LOSS — ypoBeHb 3aTyxaHus CUTHANA B JINHUH, B 1b;

Noise Margin — cooTHoIIIeHIE CUTHAII/IIYM B JIMHKH, B Ab;

Total online time — cymmapHoOe BpeMs yCTaHOBIICHHOM CBSI3H;

Total offline time — cymmapHoe Bpemsi 6e3 yCTaHOBJICHHOI CBSI3N;
Connect duration — Bpemst mocsieHEH yCIENTHO YCTAHOBIEHHOM CBS3H;

:port dsll/0> stat

Line status=ONLINE
Interface status=MASTER
Line power=0N

Line uptime= 0d 00:37:22
Line rate= 9216Kbps
Line coding TCPAM=64

TX packets=

RX packets=

Loop Loss=0.0dB

SNR=9dB

LOSW=13

CRC6 error=14

RETRAIN=3 of 4

:port dsll/0>
CratncTuka n orodpakenue pexxnmoB Ethernet

Tak e, Kak ¥ CO CTAaTUCTHKOH dsl TOPTOB, MOXKHO TOJYYHUTh CBOJHYIO CTATHCTUKY
o BceM noptam Ethernet ycrpoiictsa:

Howmep unrepoeiica

Tumn unrepderica — SFP nnu RJ-45

Cocrosiane uaTepdeiica online wm offline

CkopocTb Ha uHTEpdeiice B Meraburax

Pexum nepenaun — full mnu half duplex

KonngectBo npunsateix (RX) u orripaBnennsix (TX) makeros

W
:port fe stat

Port | Media | State | Rate | Duplex | Flow | RX | TX

Fe0/0 RJ-45 ON 100 FULL ON 123456 987654
Fe0/L RJ-45  ON 100  FULL  ON 123456 987654
Fe0/2 RJ-45  ON 100  FULL  ON 123456 987654
Fe0/3 RJ-45  ON 100  FULL  ON 123456 987654
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Fe0/5 RJ-45 ON 100 FULL ON 123456 987654
Fe0/s RJ-45  ON 100  FULL  ON 123456 987654
Fe0/7 RJ-45  ON 100  FULL  ON 123456 987654
Fel/0 RJ-45 ON 100 FULL ON 123456 987654
Fel/1 RI-45  ON 100  FULL  ON 123456 987654
Fel/2 RJ-45  ON 100  FULL  ON 123456 987654
Fel/3 RJ-45  ON 100  FULL  ON 123456 987654
Fel/s RJ-45  ON 100  FULL  ON 123456 987654
Fel/s RJ-45  ON 100  FULL  ON 123456 987654
Fel/s RJ-45  ON 100  FULL  ON 123456 987654
Fel/7 RJ-45  ON 100  FULL  ON 123456 987654
Fe2/0 RJ-45 ON 100 FULL ON 123456 987654
Fe2/1 RJ-45  ON 100  FULL  ON 123456 987654
Fe2/2 RJ-45  ON 100  FULL  ON 123456 987654
Fe2/3 RJ-45  ON 100  FULL  ON 123456 987654
Fe2/4 RJ-45  ON 100  FULL  ON 123456 987654
Fe2/5 RJ-45  ON 100  FULL  ON 123456 987654
Fe2/6 RJ-45  ON 100  FULL  ON 123456 987654
Fe2/7 RJ-45  ON 100  FULL  ON 123456 987654
Fe3/0 RJ-45 ON 100 FULL ON 123456 987654
Fe3/1 RJ-45  ON 100  FULL  ON 123456 987654
Fe3/2 RJ-45  ON 100  FULL  ON 123456 987654
Fe3/3 RJ-45  ON 100  FULL  ON 123456 987654
Fe3/s RJ-45  ON 100  FULL  ON 123456 987654
Fe3/5 RJ-45  ON 100  FULL  ON 123456 987654
Fe3/6 RJ-45  ON 100  FULL  ON 123456 987654
Fe3/7 RJ-45  ON 100  FULL  ON 123456 987654
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COpocC CTaTUCTHKHU TI0 BCEM MOPTaM MPOU3BOAUTCS KOMaH0U
:port fe stat reset
ports statistic reset OK

CraTHucTHKA 110 KOHKPETHOMY MOPTY BBIBOJMTCS] aHAIIOTUYHO:
:port fe2/2 stat

Media interface typ=RJ-45

Port status=ONLINE

Port negotiation=AUTO

Line rate=100M

Duplex=FULL

Flow control=0ON

RX packets=123456

TX packets=987654

COpoc CTaTUCTUKU MPOU3BOAUTCS MOJIOOHO «0O0IIei» KOMaHae:
:port fe2/2> stat reset

port fe2/2 statistic reset OK

:port fe2/2>
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3. CepBucsl
Bxon B monmento “Servives” npon3BOAUTCS MyTEM BBOJA OJTHOMMEHHOW KOMaH/IbI:
:services (Enter)

:services>

B noameHro umeercs komanaa he 1p, BBOJ KOTOPOH O0TOOpakaeT AOCTYIHBIC B 3TOM MOIMEHIO
KOMaHJIbl HACTPOEK

:services> help

Help — current command

Show — display current sub-menu information

Link aggregation - sub-menu settings of Link Aggregation (LA)
function

Mirroring - sub-menu

Cos [strict | wrr | fifo]

VLAN

Storm control
Port security

3.1. Link Aggregation (Trunk)

:services link aggregation> help

Help - current command

Show -

Group (N) -

GroupN (0-3) - LA group select

SG-17S moxer co3masath 4 rpynmel Trunk uatepdeiicos, Brimodaronue ot 2 10 4 TOpToB
Ka)XJasi, B KOTOPBIE MOT'YT OOBEIUHSATHCS:
e Unrepdeiicet SHDSL, pacnosiokeHHbIC Ha TFOOOM MOJTYJIC

e Unrepdeiicet Ethernet, pacnonosxennsie Ha Moayisix 0 u 2 — noptsl fe0/0-fe0/7,
fe2/0-fe2/7.

KommyTtarop nopnepxuaet 2 pexxuma Link Aggregation: Static u LACP (Link
Aggregation Control Protocol - cootserctByer cranmapty 802.1AX).

3.1.1. Hacrpoiika pexuma Static Link Aggregation

Pexxum “Static” npumensiercs B ciydae, Koraa HEOOXOAUMO CBSI3aTh MEXIy CO0O0i
obopynoBanne «Curpan» (B psze caydaeB, BO3MOXHO B3aMOJIEHCTBHUE C
000pyI0BaHUEM UHBIX IPOU3BOAUTENEH).
KommyTartop «1mo ymoirganuio» HacTpoeH Ha 4 LA rpynmsl, He coaepikanie
unTepdeticoB. Tum «myTcTeix» rpyni no ymomdanuo — STATIC, anroputm
— MSD, cocrosaue — DISABLE.
:service link aggregation> show
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3.1.1.1.

Group type |STATIC | STATIC | STATIC | STATIC

Ports of the Group | | | |

:service link aggregation>

Hactpoiika nntepdeiicoB rpynnbi

:services link aggregation groupN>

Help -

Show -

Static | LACP - trunking method choice
Algorithm MS | MD |MSD - MAC-source, MAC-destination
or MAC source-destination algorithm select

Joined feM/N | dslM/N - LA group select and add
member ports

Master feM/N | dslM/N - LA group master port
setting

Ha «ypoBeHb rpynmeD AOCTYI OCYIIECTBISAETCS KOMaHAol cd groupidN,
(rme N — Homep rpymms! oT 1 10 4) U3 moaMeHIo service

link aggregation, 6o yka3aHHeM MOJTHOTO MyTH — service
link aggregation groupN u3JIF0O0r0 MECTa MEHIO YIIPaBICHHS.

:port> service link aggregation group3
:service link aggregation group3>

Ha ypoBHe rpymisl HacTpanBaroTcesi QyHKIMH TPyl HHTEepdeiicos:

Asroput™ pabotsr — MAC source, MAC destination wm MAC source-
destination:

:service link aggregation group3>algorithm MS
algorithm MS Success!

:service link aggregation group3>

:service link aggregation group3>algorithm MD
algorithm MD Success!
:service link aggregation group3>

:service link aggregation group3>algorithm MSD
algorithm MSD Success!
:service link aggregation group3>

Ha3nauenue nopToB B cOCTaB rpyIIIbI

TTopTsl, BEIOpaHHBIE [T pabOTHI B pEXKUME arperaliy, Ha3Ha4atoTCs B
TpyIIy KOMaHI0#i

:service link aggregation group3> joined fe0/0,
fe0/1, fe0/2, fe0/3

Port fe0/0 joined success!
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Port feO/1 joined success!
Port fe0/2 joined success!
Port fe0/3 joined success!
:service/link aggregation/group3>

Baxxnoe npumeuanue:

CKOpOCTh NOPTOB U PEKHUMBI UX PAOOThI B TPYIIIE JIOJDKHBI OBITh
onuHakoBeiMU! He00X0IMMO KOHTPOJIMPOBATh UX COCTOSIHUE U, IPU
MOTIBITKE O0BEIUHNTH B TPAHK JINHUH C PA3IMYHBIMU TTApaMETPaMH CBS3H
(CKOpOCTB, KOJUPOBKA U TIP.) ClIeAyeT OJOKUPOBATH MOIBITKY C BBIBOJIOM
COOOILEHUS:

:service link aggregation group3> port joined
fe0/0, fe0/1, dsll/2, dsl3/3

Port joined failure! Selected ports is have
different parameters.

:service/link aggregation/group3>

Hapymienue paboTsl kKakoro-immdo mopra B mporecce padoThl He MPUBEIET
K OCTaHOBY CepBHca: TpaduK NoiaeT no padboTocnocoOHOMY MOPTY
(moptam). MHpOpManus 00 OTKITIOUEHHH ITOPTA U3 TPaHKa OyaeT
cojiepKaThCs B MHGOPMaALMOHHOI Tabiule, BbIBOAUMOM koMaH0i show.

Br16op macrep-nopra

Mactep nopT rpymnibl BEIOHpPACTCss KOMaH IO

:service link aggregation group3> port master
0/010/111/213/3

port master0/0 Success!

:service link aggregation group3>

CKOHpUTYpUPOBAHHBII arperupOBaHHBINA MOPT JA0JIKEH 0TOOPaKaThCsl KOMaHI0M
show m3 moaMeHio service/link aggregation/groupN
:service/link aggregation/group0> show

LA Group O

Type STATIC

Algorithm MSD

State ENABLE

Port nubmer 0 | 1 | 2 | 3
Port members 0/0 | 0/1 | 1/2 | 3/3
Port master X | | |

Port active X | X | | X

:service/link aggregation/group0>

3112

HNudopmanns o COCTOAHUH TPy
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Hudopmanus o rpymnmnax, CoAepKaluxcs B CHCTEME, BBIBOJUTCS KOMaHI0#
show
:service link aggregation> show

Group number 0 | 1 | 2 | 3

Type group STATIC | LACP | NONE | STATIC
Algorithm  MD |  SD | -—— |  MSD
Group state ENABLE | DISABLE | -—- | ENABLE

:service/link aggregation/group0>
3.1.2. Hactpoiika pexxuma LACP
Hacrpoiika pexxuma LACP B HacTosiiell Bepcuu JOKYMEHTa He pPacCMaTpUBAETCsL.
3.2. Port mirroring

Port mirroring — dbyHKumsI, mo3BosisifoIast 0ToOpaXkaTh Tpaduk 0AHOTO MopTa (KN
HECKOJIbKUX IIOPTOB) B IPYroi nopT (TOPThI), U1 aHaIKu3a TpadHka, MPOXOIAIIero uepes
Ha0JII01aeMble TOPTHIL.
B paccmarpuBaeMoM ycTpoiicTBE BO3MOKHO CO3JaHHE 2-X aBTOHOMHBIX TPYIII
«3epKaJIbHBIX» ITOPTOB!
e B nepsyro rpymmy (mirror_group0) Bxoast moptsl GEO, a taxske unTEpheiicst
(DSL u Ethernet), pacrionoxenusie Ha Moayssix 0 u 1;
e Bropyio rpymmy (mirror_group0) cocrasisitot moptsl GE1 1 mHTEpdEiich MOayIEi
2u3.

Bxoa B MeHI0 cepBHCa OCYLIECTBIIAECTCS aHAIOTUYHO UHBIM:
:service> mirroring
:service mirroring>

Hanee npou3BoaAUTCs BEIOOP IPYIIIIbL:
:service mirroring> mirror groupO | mirror groupl
:service mirroring mirror groupO0>

Js HACTPOMKH pexrMa HEOOXOIMMO HA3HAYUTH MOPT, HA KOTOPBIH OYAET NPUXOUTh
«3epKaJbHBIN» TpaduK, a 3aTeM — TIOPTHI, C KOTOPBIX OYIYT MOCTYNATh JAHHBIC B 3TOT
MOPT. «3epKaTbHBIMIY (MIITOr) U «IIPOCITYIIUBAEMBIMIY (SOurce) mopTaMu MOTYT OBITh
kak DSL, Tak u Ethernet unrepdeics.

:service mirroring> help
Help -

Show -

Mirror group(0|1l) -

3.2.1. HacTtpoiika «3epKaJbHOT0» MOPTa

:service mirroring mirror groupO> help
Help
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3.2.2.

Show -

Mirror feM/N [dslM/N]
Source feM/N [dsl1M/N]

both} -

on | off -
on | off

{algorithm rx | tx

:service mirroring mirror group0> mirror port dsll/0 on
Mirror port state ON!
:service mirroring mirror group0>

:service mirroring mirror groupO> show

Mirror port dsll/0
:service mirroring mirror group0>

Mirror port failure

:service mirroring mirror group0> mirror port dsll/0 off

Mirror port state OFF!

| Mirror port is not deleted

:service mirroring mirror group0O>

:service mirroring mirror groupO> show

:service mirroring mirror group0O> No mirror port

HachOﬁKa «MPOCTyHINBAEMBIX» IIOPTOB

:service mirroring mirror groupO> source dsll/3 on
tx | both
:service mirroring mirror groupO> source portlist dsl2/2
- dsl2/3 on algorithm rx | tx

algorithm rx |

:service mirroring mirror groupO> show

Source port
Source port
Source port
Source port
Source port
Source port

dsll/3
Dsl2/2
Dsl1l3/2
Ds10/3
Dsl11/3
Dsl1l2/3

TX
RX/TX
RX/TX
RX/TX
RX/TX
RX/TX

| both

:service mirroring mirror group0>

:service mirroring mirror groupO0> cd mirroring
:service mirroring> show

Mirror Group 0

Mirror Group 1

Source port
Source port
Source port
Source port
Source port

Dsl1/3
Dsl2/2
Dsl1l3/2
Ds10/3
Dsl1l1/3

Source
Source
Source
Source
Source

port
port
port
port
port

Dsl1l/3
Dsl2/2
Dsl3/2
Ds10/3
Dsl1/3



Source port Dsl2/3 RX/TX | Source port Dsl2/3 RX/TX

:service mirroring>

3.3. IGMP function
B Hacroseit Bepcun npoumMBKY 3Ta (yHKINS HE pealn30BaHa
3.4. Pa6ora ¢ VLAN

Bo3moskHa omHOBpeMeHHas padota 10 32 VLAN u3 o6mero yucia 4096.
Juns Bxona B peskuM HacTpoiku VLAN He00X0IMMO BBIITOJIHUTH KOMaHLy
:service vlan

WNnu

:service> vlan

Byner npousBeneH BxoJl B moaMeH:o HacTpoiiku VLAN unrepdeiicon
:service vlan>

:service vlan> help

Help - current command

Show - display this sub-menu information
Create vlan _id N - create VLAN ID number “N”
Delete vlan id N - delete VLAN ID number “N”

3.4.1. Co3nanue n Hactpoiika VLAN

VLAN co3naercst koMaHno# create vlan id N, rae N — HOMep CO31aBacMOro

VLAN. Bron komannsl co3nanus VLAN, aBTOMaTHUECKH, TPUBOIUT KO BXOJY B TIOJIMEHIO

“vlan_id”:

:service vlan> create vlan id 22
VLAN ID 22 created!

:service vlan vid22>

Nudopmanus o VLAN ycTpoiicTBa BBIBOANUTCS Ha SKpaH KOMaHAOH show :

:service vlan> show

VLAN ID VLAN NAME MODE STATUS Voice
1* Default VLAN Port Static No
22 Security Port Static No
24 Phone 802.1Q Static Yes

:service vlan>

«Yanuroxenue» VLAN npomsBoautes koMannoif delete vlan id Nrae N — Hovep

miksuaupyemoro VLAN:
:service vlan> delete vlan id 24
VLAN ID 24 is DELETED!
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:service vlan> show

VLAN ID VLAN NAME MODE STATUS Voice
1* Default VLAN Port Static No
22 Security Port Static No

:service vlan>

3.4.11. MHoamenro VLAN_ID

BBoxa komanzp! co3nanusi VLAN, aBToMaTn4ecku, MPUBOAKT KO BXOAY B

moamento “vlan_id”:
:service vlan> create vlan_id 22
VLAN ID 22 created!

:service vlan vid22>

Ionmento VLAN_ID umeer nojckasky 1o KOMaHaM, BbI3bIBAEMYIO

komauoi «helpy mmum «?»:

:service vlan vid22> Help

Help - current command
Show - display this sub-
menu information

Mode port-based | tag-based - VLAN mode choice
Name - VLAN name assign
Rename - VLAN rename

Cosnanue VLAN KomMaH10# HEe IPUBOIUT K 0OPA30BAHUIO

nosHoyHknoHansHoro VLAN — s «aktuBuzaium» VLAN crengyer
yKa3aTh PeKHUM, [0 KOTOPOMY MPEAIOIAraeTCs €ro HCIOIb30BaTh — POrt-

based nm tag-based.

Pexxum onpenensierca komanaoii mode port-based | tag-based

:service vlan vid22> mode port-based
VLAN ID 22 is port-based VLAN

:service vlan vid22>

Taxoke, MOXKHO IPUCBOUTH COOCTBEHHOE UM co3naHHOMY VLAN:

:service vlan vid22> name SECURITY
VID22’s name 1s Security

:service vlan vid22>
VLAN MOHO IepeMMeHOBaTh KOMaHIOH rename :
:service vlan vid22> rename sales

VID22’s name is Sales

:service vlan vid22>



Nubopmarus 0 JaHHBIX OIMEHIO BBIBOIUTCS KOMaHI0i ShOW:

:service vlan vid22> show
VLAN ID 22

Mode 802.10Q

Name Security

PVID | Port | Mode | Status | Uplink
1 Dsl1l0/0 Untagged Up
2 Dsl1l0/3 Untagged Up
3 FE 1/3 Untagged Up X

:service vlan vid22>
3.4.2. Port-based VLAN

B cuiy koHCTpYKTUBHBIX ocobeHHocTel, SG-17S conepkut HeKoTopbIe
OrpaHHYEHHs Ha HcHonb3oBaHue port-based VLAN: ycTpoHCTBO mogIepKUBacET qBe
ABTOHOMHBIE I'PYIIEI HHTEP(HEHCOB, KOTOpbIe MOTYT cocTaBIATh VLAN - 1o 8 (ans
monyneit MS-17H4) u o 16 (anst mogyneit MS-17E8) unrepdeiicos, mioc 1 GE
HOPT U1 Kaxk1oi u3 rpyni. B oxHoM port-based VLAN MOryT cOCTOSTE TOJIBKO
uHTepdeicsl pa3MelIeHHbIe, COOTBETCTBEHHO, Ha Moayisix 0 u 1, a Taxxe nopt GEO
maccu SG-17S; Bropyto rpyrminy 0o0pa3yroT Te, 4YTO pa3MelieHbl Ha MOIYJIsX 2 U 3,
mwitoc nopt GE1. O6benunenue untepdeiicos u3 pasHbIX rpynn Moayneil B oauH
VLAN B03MOXHO TOJIbKO 10 TexHoyoruu tag-based VLAN (cm. 1. 3.5.2).

OG1ee KOMMIeCTBO HHTEP(HENCOB, MOICPKUBAIOIINX TEXHOJIOTHIO port-based
VLAN, cocraBnsier 2 X 9 qist moayneit ¢ unarepdericamu SHDSL u 2 x 17 st
Monyneii ¢ untepgeiicamu Ethernet. B cocraB oquoro VLAN MoryT BXOJUTh Kak
DSL, Tak u Ethernet untepdeiicor.

Kak ynomunanocs Beimie, VLAN co3naercst «B 1Ba MpUEMay - CO3[aHne COOCTBEHHO
VLAN u ero akTuBH3aIUs MyTEM SIBHOTO YKa3aHHs PEeXHUMa ero paboThl — “port
based” wnu “tag based”.

:service vlan> create vlan_ id 22 mode port-based
VLAN ID 22 created. VLAN ID 22 is port-based VLAN.

:service vlan vid22>
3.4.2.1. BkuiouyeHue nopTos B coctas port-based VLAN
Iopte! — unens! VLAN Ha3HavaroTcs B €ro cocTaB KoMaHoi add
ds1M/N, wmmm feM/N, mm6o add geN, ecsam B cocTaB VLAN
BKRJIOYATCA NOpTH GEO mmm GEL:
:service vlan vid22> add fe0/0, fe0/1, fe0/2, dsll/3

Nz

:service vlan vid22> add fe0/0 - fe0/2, dsll/3
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Port FEO/0 adding to VLAN ID 22!
Port FEO/1 adding to VLAN ID 22!
Port FEO/2 adding to VLAN ID 22!
Port DSL1/3 adding to VLAN ID 22!

:service vlan vid22> show
VLAN ID 22

Mode port-based

Name Security

PVID | Port | Mode | Status | Uplink
1 FE 0/0 Untagged Up
2 FE 0/3 Untagged Up
3 DSL1/3 Untagged Up X

3.4.22. Mopt UPLINK port-based VLAN

B psine cinydaeB umeeTcsi HCOOXOAUMOCTh HAPABJICHHUS [TAKETOB U3
Heckonbkux VLAN B 0MH MOpT, HAIpUMep, K CepBepy HIH
MapuIpyTHu3aTopy.
B cuny ocobennocreit peanusaiuu SG-17R, B peskume port-based VLAN
HAMEIOTCS CIIeYIOIIne orpanndeHus st pa6otsr uplink mopra:
o Kaxnas u3 asyx rpynn VLAN (cm. pasnen 3.4.2) umeer
cobcrBennbrit Uplink mopr.
e Oru uplink moptst (1 VLAN rpynisr) SBISIOTCS TOJTHOCTBIO
HE3aBHCHMBIMHU

ITopt UPLINK HacTpauBaetcs ciaeayroinmmM o0pa3om:

:service vlan vid22> uplink GEO

Port GEO state is uplink

:service vlan vid22>

3.4.3. 802.1Q tag-based VLAN

Hcnonb3ys TexHonoruo, onucsiBaeMylo B cranaapre IEEE 802.1Q, Bo3MoxHO
co3laHue U ofiHOBpeMeHHoe ucmoib3oBanue 32 VLAN (u3 4096 Bo3MoxHBIX). B
tag-based VLAN moryt BxoauTs Bce uHTepdeiicsl SG-17S 6e3 orpaHuueHHH.
Tag-based VLAN co3naéres ananoruaso port-based:
:service vlan> create vlan id 12

VLAN ID 12 created

:service vlan vidl2> mode tag-based
VLAN ID 12 is 802.1Q VLAN

:service vlan vid22>

3.4.3.1. Bruawuenue moptToB B cocras tag-based VLAN
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3.4.3.2.

[Mopte — unenst VLAN HazHavaroTCs B €ro cocTaB KomaHaol add feM/N
(ds1lM/N), mmbo add geN, ecynm B cocrTae VLAN
BrJIOUAKTCS nopTel GEO myim GEL:

:service vlan vidl2> add FE0/0, FEO/1, FEO/2, DSL1/3

17Rpe%1

:service vlan vidl2> add FE0/0 - FEO/2, DSL1/3
Port FEO/0 adding to VLAN ID 12!

Port FEO/1 adding to VLAN ID 12!

Port FEO/2 adding to VLAN ID 12!

Port DSL1/3 adding to VLAN ID 12!

:service vlan vidl2> show
VLAN ID 12

Mode 802.10Q

Name Security

PVID | Port | Mode | Status | Uplink
1 Dsl10/0 Untagged Up

2 Ds10/3 Untagged Up

3 FE 1/3 Tagged Up X

:service vlan vidl2>

Vnanenue moptoB u3 VLAN ocymectBisieTcst komannoit delete u3
moamerro VidN:

:service vlan vidl2> delete FEO0/2

Port FEO/2 is deleted!

:service vlan vidl2> show

VLAN ID 12

Mode 802.10Q

Name Security

PVID | Port | Mode | Status | Uplink
1 Ds10/0 Untagged Up
2 Dsl1l0/3 Untagged Up
3 FE 1/3 Tagged Up X

:service vlan vidl2>

TerupoBanHbIe H HeTernposaHHbIe mopThl VLAN 802.1Q

ITo ymoir4aHuto, Bce MOPThI, BKItoYaeMbie B coctaB VLAN, siBIstOTCS
HETerupOBaHHBIMU. UTOOBI IPHCBOUTH aTPUOYT “tagy” BEIOpaHHOMY MOPTY,
CJIeIyeT UCTONB30BaTh KoMaHay tagging feM/N (dSIM/N) wiu
tagging geN:

:service vlan vidl2> tagging FE0/0
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Port FEO/0 is tagged!
:service vlan vidl2> show

PVID | Port | Mode | Status | Uplink
1 Ds10/0 Untagged Up
2 Dsl1l0/3 Untagged Up
3 FE 1/3 Tagged Up X

:service vlan vidl2>

YTtoObI cenaTh TETUPOBAHHBI MOPT HETETHPOBAHHBIM — HEOOXOIUMO
BOCIIOJI30BaThCS KOMaHIoi untatting feM/N (dsIM/N) wu
untagging geN:

:service vlan vidl2> untagging FEQ0/O

Port FEO/0 is untagged!

:service vlan vidl2> show

PVID | Port | Mode | Status | Uplink
1 Ds10/0 Untagged Up
2 Dsl10/3 Untagged Up
3 FE 1/3 Tagged Up X

:service vlan vidl2>
3.4.3.3. Mopr Uplink tag-based VLAN

B psne cnygaeB mmeeTcss HEOOXOANMOCTD HAIIPABIICHUS ITAKETOB U3
Heckonbkux VLAN B ouH mopT, HapuMep, K cepBepy HIIH
MapIIpyTU3aTopy.

Hacrpoiika UPLINK mopra B tag-based VLAN He umeer orpanudenuii port-
based VLAN. ITopt UPLINK HacTpauBaercs cieayronmm oopa3om:

:service vlan vid22> uplink GEO
Port GEO state is uplink!

:service vlan vid22>
3.4.4. TIporoxon GVRP

B HacTosmeli Bepcun ynpasieHus ucioib3oBanue nporoxkona GVRP He
HpeaycMaTpUBAaeTCs.

3.5. Hacrpoiika kiaaccos cepsucos (CoS)

Kommyrarop moamepxuBaet 2 ouepenu nmpuoputero high u low, kotopsie MoryT
UCIIOJIB30BaTh PA3JINYHbIE MEXaHU3MbI «COPTHPOBKUY» MAKETOB: MO (PU3MIECKUM [OPTaM,
o VLAN u TCP/IP.
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Bxon B moamento HacTpoek COS OCyIecTBIsICTC KOMaHI0# cos strict | wrr |
fifo U3 MeHIO Services:

:services> cos strict

:services cos>

Aprymenr fifo, B neiicTBuTeIHOCTH, TPUBOAMT K OTKIIOUeHHUIO (M HE-BKITOUEHMTO)
€aMOro MeXaHH3Ma IPHOPHUTH3ALMH, & BKIIOUCHHE PeXUMa 3a1aHust npuopuretoB CoS
OCYILECTBIISICTCS. HA3HAYCHHEM METO/a BEIOOpa PHOPHUTETOB MPH MEPECHLIKE TAKETOB:
e Strict merox obecrieunBaeT 6e3yCIOBHOE TPEUMYIIIECTBO MPH TIEPECHUIKE MTAKETOB C
npuoputetom High.
e WRR merof peanu3yeT TEXHOJIOTUIO T00YEPEAHOM EPEChIIKY AaKETOB C
npuopuretamu High u Low.

Juns otkmrouenus pexuma CoS ucnonbzyercs komanaa cos fifo mmm cos
disable:
:services> cos disable

WNnn
:services cos> fifo

TToaMeHIO COMEPIKUT BCTPOEHHYIO MOACKA3KY, BRIBOANMYIO KoMaH ol “help” mmm “?”:
Help - Current command
Show - Display this sub-menu information

Strict -

WRR -

Fifo -

Disable -

Flow delay on | off -

Bandwidth control - Bandwidth control tuning sub-menu
Port cos [feM/N | dslM/N] high | low - Port-based CoS tuning
Vlan cos enable | disable - VLAN-based CoS tuning

IP cos [feM/N | dslM/N] enable | disable - VLAN-based CoS
tuning

tcp _cos [ABCD] high|low -

tcp cos add [1234] highllow -

:services> show
802.1Q CoS service disabled
Port CoS priority table

# | state | port-based | IP-based | inbound | outbound
ee0 ox - - 250028 210176
ee1 orF
Ds10/0 ON -—= -—= unlim unlim
ps10/1 oy - — 1409 409
‘ps10/2  oN - — 9216 256



Ds10/3 ON -—= - 14 400 1 024

FE1/0 ON -—- -—- 51 200 51 200
PRI o - — 1 024 128
FE1/2 ow  ——- — 1024 1 128
FE1/3 ow - — 1024 1 128
FEl/4 oy - — 1 024 128
FE1/S on - 1024 1 128
Rl ow - — 1024 1 128
FE17 ow - — 1 024 128

FE2/0 ON - - 1 024 128
21 ow - — 1o2a 128
FE2/2  ow - — 1o2a 128
FE2/3 on - — 1o2a 128
o — 1o2a 128
FE2/5  on - — 1o2a 128
EE2/6 ON —--o——— Lo2a 128
FE2/7 ow - — 1024 1 128

Ds13/0 ON - -—= unll_rr:_ unlim
ps13/1 on - — 1096 409
Ds132 ow - — o216 256
Ds13/3 ow - — 14200 1 024
:services>

Cy1ecTByeT BO3MOKHOCTb HACTPOMKHM MeXaHM3Ma KOHTPOJISI IOTOKA: [IPU MOITy4YeHUH
BBICOKOIPHOPHUTETHOTO MAKETa MPOUCXOAUT aBromMarnieckoe otkirouerue flow control va
1.5 cexyHnzpl. @YHKIUS BKIIIOYACTCS/BBIKIFOUACTCS CIEAYIONICH KOMaHIOM:

:services cos> flow delay on | off

Flow control delay function is ENABLE!

Unn

Flow control delay function is DISABLE!
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:services cos>
Cocrosinue HacTpoek cepBucoB COS oToOpakaeTcs KOMaHI0#H show:
:service CoS> show

802.1Q CoS service on WRR mode

IP CoS priority table

FTP | HTTP | TFTP | DNS |SMTP | TELNET| SSH | FTP
High | High | Low | High |High | Low | High | Low
NNTP | RDP | MSN | HTTPS | SNMP| IMAP4 | NTP | 4000
Low | High | Low | High | Low | High | High | Low
XKXXX | XXXX | XXXX | XXXX | DHCP | YAHOO| ICQ | XXXX
Low | Low | High | High | Low | Low | Low | High

Port CoS priority table

# | state | port-based | IP-based | inbound | outbound
GEO ON NONE X 252 928 210 l;g
eer orr
Ds10/0 ON low X unlim unlim
Ds10/1  oN  low - 409 409
‘ps10/2  ov nigh x 0 216 256
ps10/3 o low  x 14 400 1 024
FE1/0 ON low X 51 200 51 200
FE11 v nigh x 1 024 128
E12 v nigh x 1 024 128
FE1/3 on nigh x 1 024 128
B nigh x 1 024 128
e nigh x 1 024 128
FE1/6 on nigh x 1024 128
FE17 on nigh x 1 024 128
FE2/0 oy hign  x 1024 128
PE2/1 v nigh x 1 024 128



FE2/3 ON high X 1 024 128
FE2/a v nigh x 1 024 128
FE2/s on nigh x 1024 128
FE2/6 on nigh x 1 024 128
FE2/7  on nigh x 1024 128

Ds13/0 ON low X unlim unllzr:
Ds13/1 oy low - 409 4096
‘ps13/2 v high x 0 216 256
ps13/3 o low  x 14 400 1 024

:services cos>
3.5.1. Bandwidth control

Pesxnm HacTpoiika “Bandwidth control” ocymiecTsisieT ynpaBieHne momocoi
npornyckanus Ha ypoBHe nopra Ethernet switch mo anropurmy “Leaky bucket”.
Hcnonb30BaHKe 3TOTO PeKUMa BO3MOXKHO Ui HacTpoiiku kak Ethernet, Tak 1 SHDSL
unrepodeiicos. llar HacTpoiixu:
e s untepdeiicoB moxyneii (Fast Ethernet u SHDSL) — 256 xui1o6uT B CeKyHIY;
e Jlns untepdeiicoB Gigabit Ethernet maccu SG-17S — 2048 kunoOuT B cekyHny.

CyIecTBYIOT OTPaHUYCHUS 110 BEpXHEil IPaHHIle BEIMYUHEI ITOJIOCHI IIPOITyCKaHUS:
o Jlna untepdeiicoB moayneit (Fast Ethernet u SHDSL) — 65 536 kunoGur B cekyHIy;
e Jlns untepdeiicor Gigabit Ethernet maccu SG-17S — 524 288 xunoOHT B CeKyHIY.

Beimie sToro 3aueHus mosioca IMPOITyCKaHUsS HEC MOXET OBITH HacTpoOCHa. ®

3amaBaemMasi 10JI0Ca MPOITYCKaHUSI MOXKET ObITh KaK CHMMETPUYHOM, TaK 1
HECUMMETPUIHOU. BX0/ B MOAMEHIO0 HACTPOIKHU OCYIIECTBIISIETCS KOMaHI0H
:services cos> bandwidth control

:services cos bandwidth control>

B moMeHro peanusoBana KoMana mojckasku — ‘help” wim “?”:
:services cos bandwidth control> help

Help - Current command

Show - display this sub-menu information

[ds1lM/N | feM/N] Bound XXXX/XXXX - Interface tuning bandwidth
with inbound/outbound parameters in Kilobits.

37



:services cos bandwidth control>

CocrosiHue HacTpoiiku HHTep(deiicoB oToOpaxkaercst komaHaoi show ds1M/N (mmu

FEM/N mnu show GEO|GE1) :

:services cos bandwidth control> show dsl0/3

DSL 0/3 Bandwidth bound in 4096 out 1024
Line Rate 4096 Kbps

:services cos bandwidth control> show FE0/3
FE 0/7 Bandwidth Bound in 4096 out 1024
Line Rate 10Mbps FD

:services cos bandwidth control>

3HaueHue Hup IpH BBOJE H3MEPSIETCSI B KUWIIOOUTAX B CEKYHIY.

Taxxe, pu BBIBOJIEC HHPOPMAINH POU3BOINUTCS OTOOPAKEHHE CKOPOCTH U HHBIX
napameTpoB (usndeckoro uHTepdeiica, o KOTOpoMy 3aaaercs 3HadeHue bandwidth
control.

:services cos bandwidth control> show

# | inbound | outbound | line state
GEO 256 000 512 000 1 000 Mb
P ———
Ds10/0 1 024 1 024 2 048
Dslo/1 1024 2048 2048
Ds10/2 5 696 9216 9216
Ds10/3 5696 9216 9216
FE1/0 32 000 32 000 100 Mb
FEL/1 32 000 32 000 100 Mb
FEL/2 32 000 32 000 100 Mb
FEL/3 -——  ——— 100 mp
PEL/4 - ——— T oEr
"
FEL/6 16 000 32 000 100 Mp
FEL/7 16 000 32 000 100 Mb
Ds13/0 1 024 1 024 2 048
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Dsl13/1 -——- - 4 096

Ds13/3 -— -—- OFF

:services cos bandwidth control>

CymiecTByeT BO3MOKHOCTh HACTPOUKH KaK CHMMETPHYHOM, TaK ¥ HECUMMETPUIHON
MOJIOCHI TIPOITYCKAHUSI.

3.5.1.1. Hacrpoiika cHMMeTPHUYHOI M0JIOCHI MPONYCKAHUA HHTepdeiicoB
MoxyJeit

[t HacTpOIKYU MOJI0CH POIMTYCKaHUsI MOPTOB UCTOJIb3YIOTCS KOMaHAb! “ds1M/N
rate” wm “FEM/N rate” c ykazaHHEM HOMEpa MOPTa U BETMYUHbI
HEOOXO0IMMOH1 MMOJIOCHI IPOITYCKAHUS C Pa3MEPHOCTBIO0 «KHJIOOUT B CEKYHAY».
3HavYeHHsI CKOPOCTEN «Ty/a» U «00paTHO» YKa3bIBAIOTCS Yepe3 TUaroHaJbHYIO
yepty. JJI1 CHMMETPUYHBIX CKOPOCTEH 3HAUEHUs], €CTECTBEHHO,0/IMHAKOBBIE.
:services bandwidth control> dsl13/0 bound 1024/1024
dsl1l3/0 bound 1024/1024 Success!

Iia 3amaHusa napaMeTpoB IJiA T'PYINH [IOPTOB yKas3HBASTCH
CIJIOMHOM IOMana30H uepes IOBOSTOUME:

:services cos bandwidth control> dsl13/0:dsl13/3 bound
1024/1024

ds13/0 bound 1024/1024 Success!

dsl13/1 bound 1024/1024 Success!

dsl3/2 bound 1024/1024 Success!

dsl13/3 bound 1024/1024 Success!

:services bandwidth control>

Eciit He00X0ANMO HACTPOUTH MOJIOCY IPONYCKaHUs Pa3HOPOAHBIX HHTEpdeHcoB
(Gigabit Ethernet, Fast Ethernet u DSL) — cienyer sBHBIM 00pa3oM yKa3bIBaTh
IpYIIBl HHTEP(EHCOB 10 OTACIBHOCTH:

:services cos bandwidth control> dsl13/0:dsl13/3 bound
1024/1024

ds13/0 bound 1024/1024 Success!

ds13/1 bound 1024/1024 Success!

dsl3/2 bound 1024/1024 Success!

ds1l3/3 bound 1024/1024 Success!

:services bandwidth control> fel/0:fel/2 bound 1024
FE1/0 bound 1024/1024 Success!
FE1/1 bound 1024/1024 Success!
FE1/2 bound 1024/1024 Success!

:services bandwidth control>
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3.5.1.2. Hacrtpoiika acHMMeTPHYHOI M0JIOCHI PONYCKAHNS UHTeP(deiicoB
Mopay.Jiei

st HacTpOIKM TOJIOCH MIPOITYCKaHMSI TOPTOB UCTIONB3yIOTCS KOMaHAbl “ds1M/N
rate” wmm “FEM/N rate’” ¢ ykazaHHeM HOMepa MOPTa U BEIUINHBI
HE00XO0IMMOH TOJIOCHI TPOIYCKaHHS C Pa3MEPHOCTHIO «KHUIIOOUT B CEKYHIY»
3Ha4YeHUS CKOPOCTEH «TyAa» U «00paTHO» YKa3bIBAIOTCS Yepe3 NHArOHAIbHYIO
4yepry.

:services cos bandwidth control> dsl13/0 bound 4096/1024

dsl13/0 bound 4096/1024 Success!
3.5.1.3. Cummerpuunasi nmoJjioca nponyckanusi unrepgeiicop Gigabit Ethernet

Ckopoctb uarepdeiicoB Gigabit Ethernet MokeT HacTpanBaThbes ¢ marom 256
KWIOOHUT/CeK. AHAJIOTMYHO UHTepdelicaM Moy e, BeIMYMHA II0JIOCH! IPOILYCKAHUS
YKa3bIBAETCS UePe3 «CIDID»:

:services cos bandwidth control> ge0 bound 10256/10256

Port GEO 10 256 Success!
3.5.1.4. AcuMmeTpuuHas mojoca nponyckanusi uutepdeiico Gigabit Ethernet
:services cos bandwidth control> ge0O bound 256000/512000

GEO bound 256 000/512 000 Success!
3.5.2. Hactpoiika C0S Ha 6a3e pu3MUeCKUX NOPTOB

Mo ymomuaHHIO, BCE TIOPTHI KOMMYTaTOpa CKOH(QUTYpHPOBAHBI C IPHOPUTETOM
“low”. st npucBoeHust opty (moptam) npuoputera “high” cienyer ncrosnb3oBars
komaHgy port M/N high:

:services cos> port cos dsl3/3 high

Port dsl3/3 has high priority

:services cos>

Bo03M0KHO npuiaHie BEICOKOTO PUOPHUTETA HECKOJIBKUM TIOPTaM cpasy:
:services cos> port cos dsl2/3:dsl3/3 high

Port dsl2/3 has high priority

Port dsl3/0 has high priority

Port dsl3/1 has high priority

Port dsl3/2 has high priority

Port dsl3/3 has high priority

:services cos>
IlepeBon mopTa B peKUM C HU3KUM IPUOPUTETOM OCYILECTBISIETCS KOMaHAON port
M/N low:

:services cos> port cos dsl3/3 low
Port dsl3/3 has low priority
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3.5.3.

3.5.4.

3.5.5.

:services cos>

ToYHO Tak ke, KaK 1 3aJaHue «BBICOKOT0» PHOPHUTETA, MOXXHO Ha3HAUCHHE
«HOPMAIILHOTOY» TIPUOPUTETA TPYIIIE TOPTOB:

:services cos> port cos dsl2/3:dsl3/3 low

Port dsl2/3 has low priority

Port dsl3/0 has low priority

Port dsl3/1 has low priority

Port dsl3/2 has low priority

Port dsl3/3 has low priority

:services cos>
CoS c ucnoan3zosannem VLAN

Kommyrarop/DSLAM SG-17S He MOXKeT NPUCBaUBATh 3HAYCHHUS KJIACCOB
00CITy)KMBaHUS MAKeTaM, PUXOISAIINM Ha ero uHTepdercsl. Bo3MoxHa TOIBKO
00paboTKa TernpoOBaHHBIX MAKETOB ¢ NpeaycraHoBieHHbIM 3HaueHrneM VLAN CoS u
MPOIYyCK TpaduKa ¢ y4eToM 3TOr0 3HAYCHHS.

PexuM BKIIOUaeTCs KOMaHIol vlan cos enable!

:services cos> vlan _cos enable
VLAN tag-based CoS is ENABLED!

:services cos>

OTKiII0OYEHUE PEXKUMA IPOU3BOJUTCSI KOMaHIOM vian cos disable:
:services cos> vlan cos disable
VLAN tag-based CoS is DISABLED!

:services cos>
CoS Ha 6a3ze IP makeros (T0S)

Kommyrarop/DSLAM SG-17S MoKeT MPHOPUTEPU3UPOBATH MPOITYCKAEMBbIi Yepe3
unTepdeiicel Tpaduk Ha ocHoBaHnu 3HauyeHnit TOS B IP makerax IPv4 u Traffic
Class B IPv6.

DYHKIUS HACTPAUBAETCS 10 KAXKIOMY U3 HH3MIECKUX MOPTOB YCTPOKUCTBA:
:services cos> ip cos port dsll/3 enable

IP CoS service on the port dsll/3 is ENABLED!

:services cos> ip cos port dsll/3 disable
IP CoS service on the port dsll/3 is DISABLED!

:services cos>
CoS Hna 6a3e nopro TCP nporokoJia

Bo3MoskHa py4Has HACTPOWKA IPUOPUTETOB ISl IPUKIIAJHBIX TPOTOKOIOB TCP.
Bcero MoxxeT HacTpauBaeTcs o 28 NIPOTOKOJIOB 110 28 (GUKCUPOBAaHHBIM U 4
OIIpeAeNIeMbIX MT0JIb30BaTesIeM nopraM. HacTpoiika mopToB 1 IPOTOKOJIOB
OCYILECTBIISIETCS. HA OCHOBAHUH TUTIa PpoToKoia (H.1. http — mopter 80 u 8080, ftp —
20u 21 ut.1.).
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3.55.1. Hacrpoiika C0S pukcupoBaHHBIX IOPTOB

cDI/IKCI/IpOBaHHI)Ie TIOPTHI:

e 20-—FTP

e 21-FTP

e 22-SSH

e 23-—Telnet

e 25-SMTP

e 53-DNS

e 67—-BOOTP/DHCP

e 68— BOOTP/DHCP

e 69-TFTP

e 80-HTTP

e 8080-HTTP

° ‘110 — POP3 Mpumeuanue [apl1]: Henorrrio -
° 119 _ NNTP Eil;:gﬂﬁgiazg;{::ﬁ;l{];}aeTcﬂ KOHKPETHBIN
e 123 -SNTP

e 137 — NetBIOS

e 138 - NetBIOS

e 139 - NetBIOS

e 134-IMAP4

o 220- IMAP4

e 161 - SNMP

e 162 SNMP

o 443 —HTTPS

e 1863 - MSNP

e 3389 - XP_RDP

e 4000 — Ha3HAYCHHE OTPENEINISACTCS MOIB30BATEIIEM
e 5050 - MMCC

e 5190-1CQ

e 8000 - IRDMi

Hacrpoiika npuopurera o mopram TCP ocymiecTsisieTcsi KOMaHAOH tcp cos
ABCD high|low rae ABCD — HanMeHOBaHHE MPOTOKOIIA, KOTOPOMY
npucBauBaeTcs npuoputeT wiu Homep TCP nopra.

:services cos> tcp cos ICQ high

TCP-based CoS on port 5190 is HIGH state!

:services cos> tcp cos 110 low
TCP-based CoS on port 110 is LOW state!

:services cos>
TIpucBoeHnE MPHOPUTETA TPOTOKOIAM, HCHIOIB3YIOLIMM 2 IOpTa (Hanpumep,
FTP) nponsBoauTcs o 060uM nopram, IIpu BBOJE KOMaH/Ibl C apryMEHTaMU

FTP, 20 nmm 21.

3.5.5.2. Hacrtpoiika C0S nmopToB, Ha3HAYaEMBbIX M0JIb30BaTE]EM
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Bo03M0KHO 3a1aHKE TIPUOPHUTETA JUISl TIPOU3BOJIEHO BEIOPAHHOTO MOJIb30BATEIEM
TCP nopra:

:services cos> tcp cos add 2110

TCP port 2110 was added!

:services cos> tcp _cos 2110 low
TCP-based CoS on port 2110 is LOW state!

:services cos>

IIpu nonsITKe Ha3HAUYEHUS 5-TO HOMEpA MOJIb30BATEIBCKOTO MOPTA BEIBOJUTCS
COOOIICHUE O «IEPETIOIHEHUN JOMYCTHMOTO KOJIMYECTBA:

:services cos> tcp cos add 2111

exceeded the number of ports!

:services cos>
3.6. Broadcast storm control

BJ'[OKI/IpOBaHI/IC IIUPOKOBCUIATC/IBHBIX MMAKETOB, IIPUXOAAIINX HA ITOPT. HCHOHBSyeTCf{
anroput™ threshold.

HacrpanBaercst myTeM yKa3aHUsI «BEpXHEi» IPaHHUIIBI KOJNYECTBA IIAKETOB, MPUXO/SIIINX B
HOPT 1 3aBHCHT OT CKOPOCTH:

10Mbps — ot 200 o 12 600 makeToB B CEKYHIY

100Mbps — ot 2 000 0 126 000 makeToB B CEKYHIY

1000Mbps — ot 20 000 1o 1 260 000 makeToB B CEKyHIY

OrpaHnyeHre Mo NPUMEHEHHIO:

Wurepdeiicst DSL MoryT ucmonp3oBats Gynkuuio Broadcast storm Control Tomsko B
JuarnasoHe ckopocted oT 1 024 o 15 296 xunobur B cexyHny co 3HaueHusiMu threshold or
2 000 0 30 000.

PexxuM ycTanaBiIuBaeTCs 10 KaXXJOMY U3 IIOPTOB MHAUBUYAJIbHO, a TAKXKE B JMAIa30HE
HOPTOB.

Jl1 HaCTPOMKM MOXKET IPUMEHATHCSI BCTPOCHHAS MO/ICKA3Ka:
:services storm control> help

Help - current command

Show - display this sub-menu information

Threshold [dslM/N | FEM/N] on | off [XXXXXX] -
enabled/disabled broadcast storm control on the selected
ports with limited value of packets per second

:services> storm control
:services storm _control> threshold port dsl0/2 on 4000
Threshold limit 4 000 pps on port dsl0/2

:services StOIm_COI'ltJ’_‘Ol>

:services> storm control
:services storm control> threshold port dsl0/2:dsll/2 on 4000
Threshold limit 4 000 pps on port dsl0/2
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Threshold limit
Threshold limit
Threshold limit
Threshold limit

000 pps on port dsl0/3
000 pps on port dsll1l/0
000 pps on port dsll/1
000 pps on port dsll/2

TSNS

:services stormﬁcontrol>

OtxmouyeHue QyHKIMHU 110 HOPTY OCYIIECTBIIETCS KOMaHAO0MH
:services storm _control> threshold port dsl0/2 off
Broadcast storm control on port dsl0/2 DISABLED

:services storm control>

:services storm control> threshold port dsl0/2:dsll/2 off
Threshold limit 4 000 pps on port dsl0/2
Threshold limit 000 pps on port dsl0/3
Threshold limit 000 pps on port dsll/0
Threshold limit 000 pps on port dsll/1
Threshold limit 000 pps on port dsll/2

TSNS

:services storm control>

BriBoa1 HH(pOpMAIHHK 0 HACTPOIKe MOPTOB B pesknme Broadcast storm control
MIPOM3BOIUTCS KOMaHIoH Show:

:services storm_control> show

Value |1 260 000 |1 260 000

Port | FEO/O | FEO0/1 | FEO/2 | FEO/3 | FEO0/4 | FEO/5 | FEO/6 | FEO/7
Value 126 000 | NONE | 16 600 | 2 000 | 126 000 | 63 000 | 2 000 | 1 000
Port | FE1/0 | FE1/1 | FEO0/2 | FEO0/3 | FEO0/4 | FEO0/5 | FEO/6 | FEO/7
Value 126 000 | NONE | 16 600 | 2 000 | 126 000 | 63 000 | 2 000 | 1 000
Port | DSL2/0 | DSL2/1 | DSL2/2 | DSL2/3 -
Value | 26 000 | NONE | 2 000 | 10 000
Port | DSL3/0 | DSL3/1 | DSL3/2 | DSL3/3
Value | 16 000 | 8 000 | 2 000 | 18 000
. Port Security

Bcrpoennas mojckaska BeI3siBaeTCst Komauoi “help” wmu “?7;
:services port security> help

Help - Current command

Show - Display this sub-menu information

Mac_sec on | off - MAC-address based security algorithm
enabled/disabled
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Tcp_sec XXXX on | off - Fixed TCP-port based security
algorithm enabled/disabled

Tcp_sec add XXXX on | off - User defined TCP-port based
security algorithm enabled/disabled

:services port security>

3.7.1.

3.7.2.

3.7.3.

3.7.4.

MAC address based security

CDyHKI_[I/ISI TIO3BOJIACT 6J'IOKI/Ip0BaTI) IMMaKeThbl, NOCTYyNAONINE OT UCTOYHHUKOB C MAC

aJIp€COB, OTCYTCTBYIOIIMX B aﬂpeCHOﬁ Ta6n1/1ue\. {npumeuauue [***2]: HenonsTHo —
AKTHBH3HpYETCsi KOMaHI0ii mac_sec on | off B mento /servuces/port_security: et e b

:services> port security
:services port security> mac_sec on
MAC security is enabled

:services port security> mac sec off
MAC security is disabled

:services port security>
802.1X based security

B Hacrosmei Bepcun T0KyMEHTa 5Ta BO3MOKHOCTh HE pacCMaTpUBAeTcs, T.K.
CBSI3aHO C HEOOXOAMMOCTBIO MOKIIOUEHHS K IIPOLECCOPY YIpaBIeHUS 000UX YUIIOB
Ethernet switch, 4o B Teky1eit anmaparHoii Bepcun ycTpOHCTBa HEBO3MOXKHO.

IP address based security

BosmoxxHOCTB 6J'IOI(I/II)OBaHI/I$I IMAKETOB Ha OCHOBE aHaJn3a COOTBeTCTBUSA IP agpecoB
HUCTOYHHUKHU HJIN HpI/IéMHI/IKa.

IIpeonazaro 0b6cyoums He0OXOOUMOCHb UCHOTIL308AHUSL IMOL MEXHOI0UU — HUKO020d
He CMANKueacs ¢ IMumM Ha annapamHelx YCmpoucmeax.

TCP/UDP based security

BrokupoBaHue MakeToB COOTBETCTBYIOLINX MPOTOKOIIOB. [To yMoyaHuro, Bce
MPOTOKOJIBI M3 MEPEYHsI MPOIYCKAIOTCS Yepe3 MOPThl KOMMYTATOpa.

IIpu HeobxoaumocTH, HeoOxoaumbIil mopt TCP wiu UDP mMoxer ObITh OJ0KHpOBaH
KOMaHJIOH tCcp sec «HOMep mopTax:

:services> port security
:services port security> tcp sec 110 on
TCP port POP3 (110) is blocked

:services port security>

:services port security> tcp sec 110 off
TCP port POP3 (110) is unblocked

:services port security>
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BoiBoa nrpopManmu o coctosiani TCP/UDP mopToB 0CyIIecTBIIsIETCS KOMaHAOM
show:
:services port security> show

FTP | SSH | Telnet SMTP DNS | DHCP TETP | POP3
BLOCK|PERMIT| BLOCK | PERMIT| BLOCK|PERMIT| BLOCK|PERMIT

NNTP | SNTP | NetBIOS| IMAP4 |SNMP |HTTPS | MSNP | RDP
BLOCK|PERMIT| BLOCK |PERMIT |BLOCK |PERMIT| BLOCK|PERMIT

4000 | MMCC | ICQ | IRDMi | XXXX | XXXX | XXXX | XXXX
BLOCK|PERMIT| BLOCK | PERMIT| BLOCK|PERMIT| BLOCK|PERMIT

Bcero MoxeT KOHTpOJIHpoBaThCs XXX (PUKCHUPOBAHHBIX TIOPTOB U 4 TIOPTA,
OIIpeeNsAeMbIX MoJb30BaTesieM. HacTpoiika mosib30BaTeIbCKOro opTa HU4EM He
OTJINYAETCS OT HACTPONKH (PMKCHPOBAHHOTO TIOPTA.

3.8. STP - Spanning Tree Protocol
B Tekymiei Bepcuu MpOIMMBKY 3Ta QYHKIUS HE peaTn30BaHa

3.9. WAN port filtering

B Texymiei Bepcuu MpoOIMIKBKY 3Ta GYHKIHS HE pean30BaHa
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